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Abstract
Phishing websites remain a dominant enabler of cybercrime.
In response, many academic AI-based phishing website detec-
tion methods have been developed, often inspiring the design
of real-world systems. Although most studies report high accu-
racy, it remains unclear whether they meet real-world require-
ments such as resilience to evolving phishing tactics, robust-
ness on diverse benign pages, interpretability, and privacy. We
present PHILTER (PHishing detection literature Inspection
via LLMs and Targeted Expert Review), a scalable frame-
work for qualitatively assessing phishing website detection
studies across four functionality and three security metrics.
PHILTER leverages LLMs to extract evidence and draft ratio-
nales, which experts then validate and use to produce the final
assessment. Applying it to 55 academic approaches reveals
systemic gaps. No study fulfills all functionality and security
requirements. None show evidence of effectively addressing
diverse phishing tactics. Most approaches struggle to preserve
privacy and adapt to evolving attacker strategies, and many
risk elevated false alarms in practice due to limited testing on
diverse benign pages. We also introduce a taxonomy of detec-
tion strategies (feature-based, similarity-based, identity-based,
and hybrid) that highlights design trade-offs and helps explain
these shortcomings. Our study reveals that accuracy-driven
evaluation overlooks blind spots that undermine practical ef-
fectiveness and exposes a key open challenge: achieving high
accuracy while fulfilling all functionality and security require-
ments. We provide actionable recommendations to guide the
design of future defenses that pursue this simultaneous goal
against evolving and adaptive phishing campaigns.

1 Introduction

Phishing is a cyberattack in which an adversary imperson-
ates a trusted entity to steal sensitive information, such as
login credentials, credit card numbers, or personal details. It
remains a prevalent entry point for cybercriminals, exploiting
human vulnerabilities to gain unauthorized access to systems

and data. Over the past two decades, phishing has caused
widespread disruption to organizations worldwide, driving
financial losses, data breaches, and identity theft [10].

Many high-impact cybercrimes, including Business Email
Compromise (BEC), ransomware, and large-scale data
breaches, often begin with a phishing attack [44, 83, 96]. Ac-
cording to the FBI’s Internet Crime Complaint Center (IC3),
phishing was the most frequently reported cybercrime in 2024,
with 193,407 incidents, down from 298,878 in 2023. Yet total
losses from all cybercrimes surged from $12.5 billion in 2023
to $16.6 billion in 2024, underscoring phishing’s persistent
role as a gateway for high-impact attacks despite year-to-year
fluctuations in volume [43, 44].

Phishing is executed through diverse tactics and channels,
including email, social media, QR codes, and SMS [102].
Among these, phishing websites remain a dominant vector: in
2024, 45% of phishing emails contained a link to a phishing
site [34]. Such sites often mimic legitimate platforms [1] with
convincing branding and subtle URL variations to trick users
into divulging credentials or other sensitive information.

The phishing landscape is evolving rapidly. Attackers now
employ AI-driven techniques, multi-channel campaigns, and
emerging tactics such as QR code phishing. Large language
models (LLMs) and chatbots enable scalable generation of
persuasive emails and fake websites. In 2024, 67.4% of phish-
ing attacks incorporated AI, intensifying the need for equally
adaptive defenses [34].

In response, industry and academia have developed increas-
ingly sophisticated AI-based phishing website detection sys-
tems. Examples include Google Safe Browsing [28, 106],
Microsoft Defender for Office 365 [72], and Cloudflare’s au-
tomated detection [17], as well as numerous academic mod-
els [60]. Notably, Whittaker et al. [106] describe how aca-
demic research directly informed the design of Google’s Safe
Browsing system.

Despite these advances, the broader research landscape re-
mains fragmented, with methods differing widely in detection
logic, input modalities, evaluation protocols, and reporting
practices. These approaches often report high benchmark



Table 1: Key findings and recommendations.

Key Finding Recommendation

Limited tactic diversity. No study
reports tactic-labeled evaluations,
making effectiveness against
specific tactics unclear.

Develop community-maintained,
tactic-annotated phishing benchmarks
with per-tactic performance evaluation
to reveal blind spots and drive research
on overlooked attack strategies.

Poor generalization on benign
pages. Most methods lack
evaluation on diverse benign pages,
risking elevated false alarms.

Controlled inclusion of benign pages
with legitimate brand elements and
low-reputation sites to ensure realistic
false-positive evaluation.

Underexplored interpretability.
Most approaches provide only
limited or no decision-level
explanation, reducing transparency
and trust.

Develop interpretability frameworks
such as suspicious-element
highlighting, visual overlays, and
model-agnostic XAI to improve
transparency and trust.

Limited drift adaptation. Most
approaches lack mechanisms for
handling drift, leaving them
vulnerable to evolving phishing
tactics.

Adopt time-aware evaluation and
develop adaptive methods such as
incremental learning, self-supervised
adaptation, or stable drift-resilient
features.

Limited resistance to active
attacks. Most approaches lack
rigorous evaluation against evasive
manipulations, leaving their
robustness in practice uncertain.

Develop systematic evaluation of active
attacks (e.g., obfuscation, delayed
content, redirects, manipulated visuals,
adversarial examples) and design
defenses that anticipate future evasions.

Privacy gaps. Most approaches
transmit sensitive data externally,
creating privacy risks.

Develop privacy-preserving approaches
such as lightweight client-side
detection, federated learning, and
anonymized feature sharing.

Complementary strength
integration is underexplored,
preventing systems from satisfying
all requirements simultaneously.

Combine methods with complementary
strengths strategically so that systems
can satisfy all requirements without
inheriting individual weaknesses.

accuracy, yet provide little evidence on whether detectors ad-
dress important but under-examined requirements, including
resilience to evolving attacker tactics, robustness on diverse
benign pages, interpretability, and privacy. To the best of our
knowledge, no prior work has systematically assessed these
approaches against a unified framework that reflects these
deployment needs. This gap makes it difficult to compare
strengths, uncover weaknesses, and understand trade-offs, es-
pecially given the diversity of approaches and the qualitative
nature of many requirements.
Our Contributions. Main contributions are outlined below:

1. A structured evaluation framework. We present
PHILTER (PHishing detection literature Inspection via
LLMs and Targeted Expert Review), the first framework
to systematically evaluate AI-based phishing website de-
tection studies across four functionality and three security
metrics.

2. Scalable semi-automated assessment pipeline. We de-
sign a two-stage pipeline where LLMs extract evidence
and suggest preliminary assessments against codebook-
defined metrics, which experts validate and finalize to en-

sure reliability.
3. Strategy-based taxonomy. We propose a taxonomy that

categorizes detection methods by their underlying de-
tection principle, feature-based, similarity-based, identity-
based, and hybrid, clarifying how each approach reasons
about phishing.

Key Findings and Recommendations. Our assessment re-
veals that existing approaches collectively fall short of meet-
ing all functionality and security requirements, and methods
that address security concerns often report reduced accuracy.
These findings highlight a central open challenge: developing
phishing detection systems that achieve high accuracy while
simultaneously satisfying all core requirements. Our recom-
mendations, summarized in Table 1, outline concrete steps
toward addressing this challenge.

2 Related Work

Phishing website detection has received extensive attention
from both academia and industry, yet prior surveys and sys-
tematization efforts lack structured frameworks for evaluating
methods along dimensions relevant to real-world deployment.
Existing surveys largely emphasize input types (e.g., URL,
HTML, visual content), technical architecture (e.g., ML vs.
DL), or reported accuracy. Prior SoKs take a broader view, but
map the design space without systematically evaluating detec-
tion approaches against deployment-oriented requirements.

Early systematization efforts such as Dou et al. [32] sur-
veyed software-based phishing detection schemes by classify-
ing them into categories of datasets, features, techniques, and
evaluation metrics, but did not evaluate detection approaches
against deployment-oriented requirements. Das et al. [27]
provided a broader systematization across multiple phishing
vectors (email, websites, user studies), identifying four persis-
tent challenges: real-time detection, active attackers, dataset
quality, and the base-rate fallacy. However, their study did not
translate these challenges into concrete evaluation dimensions,
nor did it provide a methodology for systematically assessing
whether individual detection methods address them.

Subsequent survey papers [2, 30, 31, 49, 60, 74, 115] pri-
marily categorize phishing detection methods by input type,
feature set, or classifier architecture. While useful for mapping
the design space, such taxonomies provide limited insight into
how detection methods reason about phishing or whether they
remain resilient under evolving adversarial conditions.

Arp et al. [12] systematize methodological pitfalls in ML-
based security research, including incomplete threat modeling,
temporal leakage, inappropriate evaluation measures, and mis-
leading interpretations under severe class imbalance. Several
of our functionality and security requirements for effective
AI-based phishing-website detection, such as evaluation trans-
parency, adaptation to concept drift, and resistance to active
attacks, reflect these general concerns. Other requirements,



including coverage of diverse phishing tactics, benign-page
diversity, interpretability, and privacy preservation, arise from
the operational needs specific to phishing detection and extend
beyond these general methodological pitfalls. Recent work by
Ji et al. [48] highlights several limitations of similarity-based
detectors, including dependence on up-to-date reference sets
to remain effective on unseen brands, high false positives on
brand-rich benign pages, and susceptibility to evasive ma-
nipulations such as altered logos, modified color schemes,
and content obfuscation. Importantly, while their analysis fo-
cuses on visual similarity-based methods, the failures they
uncover reflect deeper design and evaluation gaps that also
impact other detection strategies. Building on these findings,
PHILTER systematically evaluates core functionality and se-
curity requirements for effective phishing detection across
all detection strategies, revealing critical gaps overlooked by
prior evaluations.

3 Our PHILTER Framework

We introduce PHILTER, a structured framework that evalu-
ates phishing detectors across seven functionality and security
metrics. As shown in Figure 1, our end-to-end process starts
with a curated corpus of 55 AI-based phishing website detec-
tion papers, selected and categorized according to the criteria
and taxonomy in Section 5. We analyze these papers using a
semi-automated pipeline (Section 3.1) that integrates LLM-
assisted preliminary assessments with expert validation and
correction, guided by the structured codebook in Section 4.
The resulting labeled dataset is then examined to uncover
trends and blind spots (Section 6), and the insights are dis-
tilled into actionable recommendations for advancing future
phishing detection techniques (Section 7).

3.1 PHILTER Evaluation Pipeline
To enable consistent, scalable, and transparent evaluation of
phishing website detection approaches, we implement the
PHILTER evaluation pipeline, a semi-automated, two-stage
workflow that combines LLM-assisted preliminary assess-
ment with expert validation and correction. Each stage of the
pipeline is guided by a structured codebook (Table 2) and
illustrated in Figure 1.

LLM-assisted Preliminary Assessment. We use two
LLMs, OpenAI’s o4-mini-2025-04-16 and Google’s
gemini-2.5-pro, to extract evidence, generate rationales,
and propose preliminary labels that experts validate and fi-
nalize. These LLMs are selected for their strong reasoning
capabilities and complementary architectural foundations, rep-
resenting two leading LLM families [37, 78]. When the two
models disagree, we invoke o4-mini with the arbitrator role
to review the full paper, codebook, and prior assessments,
and generate an arbitrated assessment with its own rationale
and cited evidence. We explicitly prompt all LLMs to quote

supporting text from the paper, a practice shown to improve
factual accuracy and reduce hallucinations [16, 57]. All LLM
calls use default API settings (temperature = 1 and top-p = 1
for o4-mini, and temperature = 1, top-p = 0.95, and top-k = 64
for Gemini), with custom prompts for evaluator and arbitrator
roles. Prompt templates and representative outputs, illustrat-
ing how the LLM extracts evidence to justify its assessments
and how disagreements between evaluators are resolved by
the arbitrator, are shown in Appendix Listings 1 and 2.

Expert Validation and Correction. Two experts indepen-
dently validate all LLM-generated preliminary assessments by
checking the extracted evidence and rationale against the orig-
inal paper and the codebook, correcting misinterpretations and
resolving ambiguities to ensure each evaluation conforms to
the formal criteria. Any disagreements were resolved through
discussion until consensus, reducing subjective interpretation.

Reliability of LLM-assisted Assessment. Across 117 dis-
agreement cases, the arbitrator LLM’s assessment aligned
with Gemini in 57.3% of cases and with o4-mini in 42.7%,
indicating no model-family bias. LLM-generated rationales
aligned with expert labels in 89% of cases, demonstrating
their value in accelerating reliable evaluation. Expert-LLM
assessment comparison and agreement rates per metric are
provided in Appendix Tables 13 and 12, respectively.

3.2 Application of PHILTER

We applied PHILTER to 55 AI-based phishing detection pa-
pers, evaluating each method within its input modality and
stated design scope.

Scope-Aware Assessment. Because phishing detectors dif-
fer in input modality, in whether they operate statically or
interact with pages dynamically, and in whether they are de-
signed for client-side or server-side deployment, we evaluated
each PHILTER metric according to the information a system
can observe and process. URL-only methods were assessed
based on tactic diversity and attacker manipulations visible
in lexical or structural URL patterns. Content-based systems
were additionally evaluated for visual and structural cues (e.g.,
DOM manipulation, hidden elements), and dynamic systems
for evasions observable at runtime (e.g., deferred forms, script-
triggered redirects). We did not penalize methods for require-
ments that fall outside their stated design scope. For instance,
Lee et al. [58] received a high rating for robustness against ac-
tive attacks even though it did not address dynamic evasions,
as those attacks fall outside its stated scope.

Integration-Aware Scoring. A metric was considered sat-
isfied if the paper explicitly described how the requirement
could be achieved through integration with complementary
techniques. For example, the privacy requirement was consid-
ered fulfilled when a method described how it could combine
server-side detection with client-side hashed URL lookups to
protect sensitive data.



Figure 1: Overview of PHILTER framework.

3.3 Replicability and Broader Applicability

The PHILTER framework is designed to facilitate transparent,
reproducible, and scalable evaluation of phishing website
detection methods. Its clear definition of evaluation metrics
and structured codebook enables researchers and stakeholders
to accurately replicate our study.

Importantly, the functionality and security requirements
captured by PHILTER can be extended to related domains
such as phishing email detection [56], SMS phishing (smish-
ing) detection [68], and scam detection [42], where detectors
must cope with tactic diversity, minimize false positives on
diverse benign inputs, remain interpretable, adapt to evolving
campaigns, and safeguard privacy. By tailoring the PHILTER
codebook to domain-specific threats and evaluation needs, the
framework can be readily extended to enable consistent and
scalable assessments across diverse cybercrime contexts.

4 PHILTER Metrics and Codebook

We identified the core functionality and security requirements
for effective AI-based phishing detection methods by synthe-
sizing insights from prior surveys, systematizations, analytical
studies, and industry practices [12, 15, 18, 48, 55, 59, 76, 95],
and developed a comprehensive evaluation codebook that
operationalizes each requirement as a corresponding evalua-
tion metric with explicit high, medium, and low fulfillment
criteria (Table 2). To initialize the codebook, one author cre-
ated the first version based on pilot assessments of represen-
tative papers. For independent validation, a second author
applied the initial codebook to the same set of papers fol-
lowing open-coding practices [21]. Both authors iteratively
compared their assessments, discussed disagreements, refined
the criteria, and re-evaluated papers across multiple rounds.
All authors reviewed subsequent revisions, provided feedback,
and confirmed consensus before finalizing the codebook.

4.1 Functionality Metrics (F)

4.1.1 Diversity of Phishing Tactics (F1).

This metric evaluates whether a phishing detection method
considers the wide range of tactics used in real-world phish-
ing attacks. Phishers use a wide range of strategies to increase
reach, longevity, and believability. These include misuse of
HTTPS, hosting on trusted shared domains (e.g., GitHub
Pages, Google Sites), deployment on compromised legiti-
mate domains, URL redirection, subdomain spoofing (e.g.,
login.paypal.com.fake.net), homograph attacks (e.g.,
app1e.com), use of IP addresses as URLs, lexical manip-
ulations (e.g., misspellings, hyphens, brand permutations),
impersonation of less popular brands, and mimicry of internal
systems such as HR portals or ticketing platforms [25, 55, 80].
Phishing detection methods can address such diversity by
employing generalizable design choices, such as domain-
independent features or tactic-agnostic mechanisms, that re-
main effective across varied hosting environments, brand tar-
gets, and evasion strategies.

4.1.2 Diversity of Benign Pages (F2).

Assesses whether a phishing detection method is evaluated
on a sufficiently diverse set of benign webpages, so that the
reported false positive rate reflects genuine robustness rather
than performance on “easy” cases. When detectors fail to
handle such diversity, false alarms increase—frustrating users,
eroding trust in protective systems, and eventually leading to
warning fatigue and eventual disabling of safeguards [33, 53,
76].

Many legitimate sites, especially small businesses, personal
domains, or regional e-commerce shops, lack reputational in-
dicators such as high domain rank or domain age. They may
also legitimately embed elements from well-known brands
(e.g., PayPal buttons, Google/Facebook OAuth widgets, so-
cial media logos) [65], which detectors can misinterpret as
phishing signals. Robust evaluation should therefore include
benign datasets that capture two key forms of diversity: (i)



Table 2: Codebook of PHILTER metric fulfillment criteria for phishing website detection studies (C. = Code).

C. Metric Name High ( ) Medium (G#) Low (#)

Functionality Metrics (F)
F1 Diversity of

Phishing
Tactics

Addresses multiple phishing tactics (or is
tactic-agnostic), provides a tactic-level breakdown of
the evaluation set, and reports per-tactic performance.

Addresses multiple phishing tactics (or is
tactic-agnostic) without per-tactic evaluation.

Ignores phishing tactic diversity
in design and evaluation.

F2 Diversity of
Benign Pages

Evaluation intentionally includes both low-reputation
benign domains and benign pages with legitimate
brand elements.

Evaluation includes either low-reputation
benign domains or benign pages containing
brand elements.

Evaluation limited to
high-reputation/popular benign
sites.

F3 Interpretability Provides per-decision explanations for individual
predictions (e.g., visual cues, transparent rules).

Provides only global or aggregate
interpretability (e.g., feature importance).

Provides no global or
per-decision interpretability.

F4 Evaluation
Transparency

Reports class-specific metrics and at least one
aggregate metric suitable for evaluation under class
imbalance.

Reports some relevant metrics but lacks full
coverage.

Omits metrics needed to evaluate
under class imbalance.

Security Metrics (S)
S1 Adaptation to

Concept Drift
Uses drift-aware design (e.g., uses adaptive strategies
or drift-resilient features), and evaluates on temporally
disjoint data.

Uses drift-aware design, or evaluates on
temporally disjoint data.

Assumes static phishing tactics.

S2 Resistance to
Active Attacks

Evaluates against a diverse set of active attacks within
its input modality and scope.

Evaluates against only a subset of relevant
active attacks.

No evaluation against active
attacks.

S3 Privacy
Preservation

Ensures sensitive data is not transmitted externally, or
uses privacy-preserving mechanisms (e.g., hashed
URL lookups, federated learning).

Partial privacy safeguards (e.g., transmitting
truncated or sanitized URLs).

Sensitive data is transmitted to
external servers for inference.

low-reputation or long-tail domains (e.g., Alexa/Tranco low-
rank sites, personal domains, recently registered domains, or
regional businesses); and (ii) legitimate brand element us-
age (e.g., PayPal/OAuth login widgets, social media buttons,
embedded logos).

Including these harder benign subsets alongside popular,
well-established domains provides a more faithful measure
of detector robustness. Without such diversity, evaluations
risk underestimating false positive rates by excluding benign
pages most susceptible to misclassification.

4.1.3 Interpretability (F3).

Assesses whether a phishing detection method provides clear
reasoning for its decisions [18]. Interpretability helps users,
developers, and auditors understand why a site is flagged as
phishing or legitimate, including which features or signals
drive the outcome. Explanations may come from inherently
transparent models (e.g., decision trees) or post hoc Explain-
able AI (XAI) methods such as SHAP, LIME, Integrated Gra-
dients, or Grad-CAM [67, 94]. Interpretability fosters trust
and error analysis by allowing developers to trace misclas-
sifications, security teams to validate behavior, and users to
accept warnings.

Interpretability requirements vary by input modality. In
content-based methods, explanations may point to suspicious
page regions [112] (e.g., heat-maps or bounding-box over-
lays), visual elements, or structural cues; in URL-based mod-
els, they may surface lexical patterns, domain structures, or
contextual signals.

4.1.4 Evaluation Transparency (F4).

Evaluates whether the paper transparently and comprehen-
sively reports the empirical evaluation of its phishing detec-
tion method, using performance metrics that meaningfully re-
flect real-world conditions, especially class imbalance, where
phishing sites are rare [15, 35]. Accuracy alone is misleading.
For example, a model that labels all pages as legitimate may
achieve high accuracy while failing entirely to detect phish-
ing sites. A robust evaluation should report the following
class-specific metrics:

Precision: Measures the proportion of predicted phishing
sites that are truly phishing, emphasizing the importance of
reducing false alarms.

Recall: Measures the proportion of phishing sites correctly
detected, highlighting the need to minimize missed threats.

F1-score: Provides the harmonic mean of precision and
recall, yielding a single value that captures both types of error.

In addition, the evaluation should include at least one ag-
gregate metric that meaningfully reflects overall classification
quality, especially in the presence of class imbalance. Accept-
able options include:

Area Under the ROC Curve (AUC-ROC): Quantifies
how well a model ranks phishing sites above legitimate ones
across all decision thresholds. Its reliability decreases under
class imbalance.

Area Under the Precision–Recall Curve (AUC-PRC):
Captures the tradeoff between precision and recall, and is
especially informative in highly imbalanced settings such as
phishing detection [89].

Matthews Correlation Coefficient (MCC): Assesses clas-
sification quality by incorporating all confusion matrix com-



ponents (TP, FP, TN, FN), making it suitable even for hard-
label classifiers [19].

Together, these metrics provide a comprehensive evalua-
tion of phishing detection, capturing class-specific behavior,
overall quality, and the balance between false positives and
false negatives.

4.2 Security Metrics (S)

4.2.1 Adaptation to Concept Drift (S1).

Phishing strategies evolve over time, adapting to changes in
technology, defenses, and user behavior. This evolution leads
to concept drift: a shift in the statistical properties of phish-
ing websites, reflected in changes to URL structures, hosting
patterns, page layouts, and other feature characteristics [76].
As a result, detection models trained on historical data often
degrade over time, limiting their practical utility [75].

This metric evaluates whether a detection method antic-
ipates and addresses drift using adaptive strategies [31, 69]
such as continual learning, periodic retraining, or stable drift-
resilient features that remain effective despite attacker adap-
tations (e.g., semantic or visual identity features) [46, 71].
Methods that avoid drift-prone signals may offer long-term
robustness without frequent retraining.

To be meaningful, evaluation should be time-aware, for
example by training on older data and testing on newer sam-
ples [69], or by validating models in live settings. Such pro-
tocols ensure that resilience claims extend to future phishing
attacks.

4.2.2 Resistance to Active Attacks (S2).

This metric assesses whether a phishing detection method is
resilient to active attacks—deliberate manipulations or eva-
sions intended to bypass phishing detectors. Such attacks may
target commonly used features, for example by inserting junk
characters to distort lexical statistics, replacing text with im-
ages, injecting Base64-encoded scripts, obfuscated JavaScript,
junk HTML, or invisible elements [4]. They may also involve
adversarial examples crafted to mislead classifiers [39,79], or
delivery-stage evasions such as dynamic content loading (e.g.,
via AJAX), deferred execution (e.g., login forms revealed only
after interaction), or cloaking (e.g., showing benign content
to crawlers) [59, 70].

4.2.3 Privacy Preservation (S3).

Evaluates whether a phishing website detection method pro-
tects user privacy during detection, particularly in deploy-
ment settings integrated into user-facing environments (e.g.,
browsers, email clients, mobile apps) [80]. It assesses whether
sensitive data, such as full URLs (including query parame-
ters), webpage content, or screenshots, is transmitted from

the user’s device to external servers. Even URL-only detec-
tion methods can pose risks if raw URLs are sent off-device,
as these may contain session tokens, personal identifiers, or
application-specific parameters.

Privacy-preserving design is essential for user trust, regula-
tory compliance (e.g., GDPR, CCPA), and adoption [23, 45].
In practice, privacy can be achieved by ensuring that sensi-
tive or identifiable data is not transmitted off-device and by
adopting privacy-aware deployment or data handling mech-
anisms. Common approaches include hashed URL lookups
(e.g., prefix-hash-based blacklists like Google Safe Brows-
ing), federated learning that shares only model updates (e.g.,
gradients or weights), and anonymized non-reversible feature
vectors that cannot be traced back to the original URL.

5 Study Selection and Taxonomy

This section details our systematic process for identifying and
selecting state-of-the-art AI-based phishing website detection
methods, and presents the taxonomy we use to organize and
analyze these approaches throughout the paper.

5.1 Study Selection Criteria
We systematically selected state-of-the-art AI-based phish-
ing website detection methods by following the PRISMA
guidelines [73], using a multi-stage process: database search,
title and abstract screening, full-text analysis, and snowballing
[107]. We sourced articles from DBLP [26], a major computer
science bibliography, using the query:

phishing (url|page|web|site) (detect|attack|adversarial)
This query captures variations such as “phishing URL de-

tection”, “web-based phishing attack”, “adversarial phishing
site”, and similar, returning 457 results. Filtering for studies
published between 2019 and 2025 reduced the set to 342. We
then excluded non-peer-reviewed works, such as theses, book
chapters, and informal publications, yielding 288 articles from
178 venues.

To ensure quality, we retained conference papers from A*,
A, or B ranked venues according to the CORE conference
rankings [22], and journal articles from Q1 journals based on
the Scimago SJR rankings [93], resulting in 109 high-quality
publications across 46 venues. We then conducted title and
abstract screening using the following criteria:

Inclusion Criteria: Studies must propose end-to-end
phishing website detection methods that incorporate an AI
component (e.g., machine learning, deep learning) as part of
the detection pipeline.

Exclusion Criteria: (1) Studies that rely solely on heuris-
tics, blacklists, or rule-based systems without any AI-driven
element; (2) Studies focused on phishing in other media (e.g.,
email, voice, SMS, QR codes, or social platforms); (3) Studies
that analyze or attack existing methods without proposing a
new AI-based approach; and (4) Studies focused exclusively



on preprocessing tasks (e.g., captcha-solving, logo detection)
or on human-centric strategies (e.g., awareness training, be-
havioral analysis).

This screening yielded 92 articles. After full-text analysis,
we excluded 6 that did not meet the selection criteria, leaving
86 studies. Since feature-based methods dominated this set,
we applied a citation-based filter to retain only impactful or
recent works and to avoid overrepresentation. This filtering
was applied primarily to feature-based approaches, while less
common approaches, such as similarity-based and identity-
based, were retained in full. For feature-based papers, we
used the following citation thresholds: ≥250 for 2019, ≥150
for 2020, ≥75 for 2021, ≥50 for 2022, ≥25 for 2023, ≥15
for 2024, and ≥0 for 2025. Citation thresholds varied by
publication year to offset citation-age effects. Foundational
papers, such as those introducing privacy-preserving phishing
detection, proposing mechanisms for handling concept drift,
or appearing in top-tier venues, were retained regardless of
citation count. This resulted in a total of 38 papers.

To enhance coverage, we applied both backward and for-
ward snowballing, examining references of selected papers
and other papers citing them. While the publication date fil-
ter was relaxed, all other inclusion and exclusion criteria re-
mained in effect. The snowballing yielded 17 additional pa-
pers published between 2010 and 2024. In total, 55 papers
were selected for our final analysis. The venue distribution of
the selected papers is shown in Appendix Table 11.

5.2 Taxonomy of Phishing Website Detection
Methods

We classify AI-based phishing website detection methods into
four principal strategies, feature-based, similarity-based,
identity-based, and hybrid, based on their core detection
logic. This taxonomy, developed to support PHILTER’s sys-
tematic evaluation, organizes the design space in a way that
highlights how different strategies reason about phishing.

5.2.1 Feature-Based Detection

Feature-based methods detect phishing by extracting fea-
tures from inputs such as URLs, webpage content, and meta-
data, which are then analyzed using machine learning mod-
els [51, 88, 104]. Early approaches rely heavily on engineered
features such as URL length, character distributions, and sus-
picious lexical or structural patterns [51, 88]. More recent
work leverages deep learning models to automatically learn
semantic and structural representations directly from raw in-
puts, avoiding manual feature design [90,104]. Some systems
combine both directions: for example, BGL-PhishNet [86] ex-
tracts lexical, host-based, and metadata features from URLs
and related domain data, while simultaneously employing
BERT and Graph Neural Networks (GNN) to capture deep
semantic and structural patterns. A LightGBM classifier then

integrates the manually engineered and automatically learned
features, enabling robust detection across diverse attack strate-
gies.

5.2.2 Similarity-Based Detection

Similarity-based methods detect phishing by measuring how
closely a suspect page mimics a legitimate website, using
visual, structural, or textual comparison [1, 63]. For instance,
PhishIntention [65] leverages deep learning-based computer
vision models to analyze the visual layout and elements of
webpages, and employs OCR-enhanced logo matching to ac-
curately identify attempts at brand mimicry. By comparing
key page components to a curated reference set of legitimate
sites, these methods enhance detection of sophisticated imita-
tion attacks. Similarly, Phishpedia [63], VisualPhishNet [1],
and DeltaPhish [24] apply techniques such as screenshot com-
parison, DOM structure analysis, or textual similarity to cap-
ture resemblance between phishing and legitimate sites. Such
approaches are particularly effective against brand-targeted
campaigns, but their reliance on reference sets can limit scal-
ability and make them vulnerable to zero-day attacks against
previously unseen brands.

5.2.3 Identity-Based Detection

Identity-based methods infer the brand or organization a web-
page claims to represent and then verify whether the hosting
domain is genuinely associated with that brand. This typi-
cally involves extracting brand indicators such as logos for
visual identity and brand-specific keywords or named entities
for textual identity, and cross-checking them against exter-
nal sources like search engines, knowledge graphs, or large
language models [20, 54, 58, 92]. Some approaches utilize
both signals in combination: for example, Tan et al. [97] in-
tegrates logo detection with textual keyword extraction and
validates the inferred brand through search results. Unlike
similarity-based methods, which rely on resemblance to a cu-
rated reference set of legitimate sites, identity-based detection
verifies the claimed brand directly through external sources.
By avoiding dependence on static reference lists, it remains
effective even against phishing pages that target emerging
brands.

5.2.4 Hybrid Approaches

Hybrid approaches combine two or more detection strate-
gies to leverage their complementary strengths. Some meth-
ods integrate identity-based and similarity-based techniques.
For example, KnowPhish [61] first performs visual matching
by comparing logos from the target webpage to a large, au-
tomatically constructed brand knowledge base (containing
logo images, domains, and aliases). If no logo is detected or
matched, it employs an LLM to extract potential brand names



from the webpage HTML and URL, enabling robust brand in-
ference. PhishLLM [64] follows a similar identity–similarity
pipeline: it applies logo detection, OCR, and image captioning
to generate prompts for an LLM to infer the intended brand,
and then validates the prediction by visually comparing the
detected logo with those retrieved from web search results
for that brand. Hybrid methods also combine feature-based
detection with either similarity-based techniques [81, 85] or
identity-based logic [29,41] to broaden coverage and improve
resilience. By integrating multiple sources of evidence, such
as features, logos, textual cues, and external knowledge, these
approaches aim to reduce the limitations of individual strate-
gies and provide more comprehensive detection.
While the above taxonomy categorizes phishing website de-
tection methods by their core detection strategies, systems can
also be differentiated along several orthogonal dimensions,
including input source (e.g., URL, webpage content, exter-
nal metadata), deployment mode (client-side vs. server-side),
and detection mode (real-time vs. non-real-time). We analyze
cross-cutting trends along these additional dimensions in Sec-
tion 6.2, offering a broader perspective beyond core detection
strategies.

6 Evaluation Findings

Our findings, as detailed in Table 3, show that among the 55
phishing detection studies, none satisfy all seven function-
ality and security requirements, and only 18 achieve more
than one metric at the “High” level. Most are concentrated at
the “Medium” or “Low” level, highlighting that deployment-
critical needs remain insufficiently addressed. In the follow-
ing subsections, we analyze metric fulfillment by detection
strategy, input modality, deployment and detection modes,
reported accuracy, publication year, and citation count, dis-
cussing the factors driving these patterns.

6.1 Metric Fulfillment Across Detection Strate-
gies

Table 4 highlights (with gray shading) the most common ful-
fillment level across the seven PHILTER metrics for each de-
tection strategy, providing a high-level view of overall trends.
In this section, we discuss these trends and gaps in detail for
each strategy, as well as cross-strategy observations.

6.1.1 Feature-Based Methods

For functionality metrics, phishing tactic diversity (F1) is
mostly partial (80% medium, 20% low), since evaluation
datasets typically lack a per-tactic breakdown. Benign page di-
versity (F2) is the weakest dimension (83% low), as most eval-
uations rely on popular domains rather than diverse benign
pages. Interpretability (F3) shows similar limitations (66%
low, 34% medium), with explanations restricted to global

Table 3: Evaluations of individual phishing detection studies.
Ap. = Approach. The “Count” column shows fulfillment as
#High / #Medium / #Low, with shaded cells marking studies
that reach “High” in more than one metric. Functionality
(F1–F4) and security (S1–S3) metrics are defined in Table 2.

Ap. Paper Year Funct. (F) Secur. (S) CountF1 F2 F3 F4 S1 S2 S3

Fe
at

ur
e

PDSMV3-DCRNN [82] 2025 G# # G#  # # # 1/2/4
Akçam et al. [5] 2025 # # #  # G# # 1/1/5
Kavya et al. [52] 2025 G# # G#     4/2/1
BGL-PhishNet [86] 2025 G# G# #  # # # 1/2/4
SPWDM [110] 2025 G# # G# G# # G# # 0/4/3
AdaptPUD [113] 2025 G# # #   G# # 2/2/3
Feng et al. [36] 2024 G# # #  # # # 1/1/5
WebPhish [77] 2024 G# # # G# # #  1/2/4
DEPHIDES [87] 2024 G# # # G# G# #  1/3/3
RNT-J [9] 2024 G# # G#  # # # 1/2/4
Geest et al. [101] 2024 # # #  # G#  2/1/4
PhishingRTDS [13] 2024 G# # # G# # G# # 0/3/4
Schesny et al. [92] 2024 # # # # # # # 0/0/7
STFL [90] 2024 G# G# # G# G# #  1/4/2
LSD [51] 2023 G# # # G# # #  1/2/4
Bahaghighat et al. [14] 2023 # # #  # # # 1/0/6
Jalil et al. [47] 2023 G# # G#  # #  2/2/3
PhishBERT [104] 2023 G# # # G# # # # 0/2/5
Tiny-BERT [40] 2023 G# # # G# # #  1/2/4
Almomani et al. [7] 2022 G# # G# G# # # # 0/3/4
Sánchez et al. [91] 2022 G# # # G# G# #  1/3/3
MLSELM [50] 2022 # # # G# # # # 0/1/6
PhishNOT [6] 2022 G# # G# G# # # # 0/3/4
POC [11] 2022 G# G# # G# #  # 1/3/3
Gupta et al. [38] 2021 G# # G#  # #  2/2/3
Mahmoud et al. [98] 2021 # # # G# G# # # 0/2/5
Xiao et al. [109] 2021 # # # G# # #  1/1/5
Wei et al. [105] 2020 G# G# #  G# #  2/3/2
LBET [8] 2020 G# # # G# # # # 0/2/5
Sahingoz et al. [88] 2019 G# # # G# # G#  1/3/3
MFPD [111] 2019 G# G# # G# G# # # 0/4/3
Rao et al. [84] 2019 G# # G# G# # G# # 0/4/3
Li et al. [62] 2019 G# G# G# G# G# #  1/5/1
CANTINA+ [108] 2011 G# # G# G#  # # 1/3/3
Whittaker et al. [106] 2010 G# # G# G#  #  2/3/2

Si
m

ila
ri

ty

Wang et al. [103] 2024 G# #   G# G# # 2/3/2
PhishIntention [65] 2022 G#   G# G#  # 3/3/1
CatchPhish [99] 2022 # # # G# # G#  1/2/4
Phishpedia [63] 2021 G#   G# G# G# # 2/4/1
VisualPhishNet [1] 2020 G# G# # G# G# G# # 0/5/2
Abeywardena et al. [3] 2020 G# # # G# G# # # 0/3/4
DeltaPhish [24] 2017 # # G# G# G# G#  1/4/2

Id
en

tit
y Lee et al. [58] 2024 G# G#  G# G#  # 2/4/1

ChatPhishDetector [54] 2024 G# #   G# G# # 2/3/2
Tan et al. [97] 2023 G# #  G#  G# # 2/3/2
Chiew et al. [20] 2015 G#   G# G# # # 2/3/2

H
yb

ri
d

PhiUSIIL [81] 2024 G# # G#   G# # 2/3/2
KnowPhish [61] 2024 G# #  G#  G# # 2/3/2
PhishLLM [64] 2024 G# G#  G#   # 3/3/1
DynaPhish [66] 2023 G# G#  G#  G# # 2/4/1
Dooremaal et al. [100] 2021 G# G# # G# # # # 0/3/4
BlackPhish [85] 2020 G# # G#  G# G# # 1/4/2
PhishFencing [114] 2020 G# # # G# G# G#  1/4/2
Ding et al. [29] 2019 G# # G#  # G# # 1/3/3
He et al. [41] 2011 G# # # G# G# # # 0/3/4

 =High,G#=Medium,#=Low



Table 4: Metric fulfillment vs. detection strategy (C. = Count).
Functionality (F1–F4) and security (S1–S3) metric codes are
defined in Table 2. =High,G#=Medium,#=Low

Approach C.
Functionality (F) Security (S)

F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G## G##  G## G## G## G## G# #

Feature 35 0 80 20 0 17 83 0 34 66 34 63 3 11 20 69 6 20 74 43 0 57
Similarity 7 0 71 29 29 14 57 43 14 43 14 86 0 0 86 14 14 71 14 29 0 71
Identity 4 0 100 0 25 25 50 100 0 0 25 75 0 25 75 0 25 50 25 0 0 100
Hybrid 9 0 100 0 0 33 67 33 33 33 33 67 0 44 33 22 11 67 22 11 0 89
Overall 55 0 84 16 5 20 75 18 29 53 31 67 2 16 35 49 9 36 55 33 0 67

feature importance rather than per-decision reasoning. Evalu-
ation transparency (F4) is comparatively stronger (34% high;
only 3% low), reflecting partial but common reporting of stan-
dard metrics such as precision, recall, F1, and AUC/MCC.

For security metrics, adaptation to concept drift (S1) is
rarely addressed (69% low; 11% high), reflecting a reliance on
static feature sets rather than adaptive learning. Resistance to
active attacks (S2) is likewise underdeveloped (74% low; only
6% high), with most systems providing no defense against
adversarial evasion. Privacy preservation (S3) performs better,
with nearly half of methods achieving strong privacy (43%
high), typically by deploying detection on the client side rather
than transmitting user data externally.

6.1.2 Similarity-Based Methods

Similarity-based methods leverage the resemblance of phish-
ing pages to high-reputation sites, which makes them effec-
tive at detecting brand-targeted attacks but limits coverage of
phishing tactic diversity (F1), especially for tactics that do not
rely on close visual or structural resemblance. Most methods
achieve only medium fulfillment (71%), while the remainder
are low (29%). Benign page diversity (F2) is similarly weak,
with 57% low, 14% medium, and only 29% high, reflecting
evaluations limited to high-reputation domains. Interpretabil-
ity (F3) is stronger than in feature-based methods, with 43%
achieving high fulfillment and 14% medium, though over half
still provide no interpretability. Evaluation transparency (F4)
is better addressed than most other metrics, with all meth-
ods reporting at least some standard evaluation metrics (86%
medium, 14% high).

For security metrics, adaptation to concept drift (S1) re-
mains weak, since most methods rely on fixed reference lists
of legitimate sites. Most (86%) provide only medium fulfill-
ment, with none reaching high. Resistance to active attacks
(S2) is somewhat better addressed, with 14% high and 71%
medium, though some remain low (14%). Privacy preserva-
tion (S3) shows a clear divide: a subset achieve high fulfill-
ment through client-side deployment (29%), while the ma-
jority are low (71%) because they transmit page content to
external servers, raising privacy risks.

6.1.3 Identity-Based Methods

Identity-based methods infer the intended brand from logos,
page text, and URLs, then verify whether the hosting do-
main is genuinely associated with that brand using external
sources (e.g., search engines or knowledge bases). This brand-
verification focus helps catch direct impersonation but lim-
its coverage of phishing tactic diversity (F1): all methods
only partially satisfy this metric (100% medium; 0% high).
Benign page diversity (F2) is somewhat better (25% high,
25% medium), though evaluations still overlook many benign
pages that legitimately display brand elements (e.g., OAuth
buttons or embedded logos). These methods achieve consis-
tently high interpretability (F3), as decisions are explained
through brand–domain matching. Evaluation transparency
(F4) is moderate (25% high, 75% medium).

For the security metrics, adaptation to concept drift (S1) is
comparatively stronger (25% high, 75% medium), since au-
tomated brand indexing via search engines enables detection
of newly emerging targets without manual updates. However,
most works still lack temporal disjoint testing to validate
long-term adaptability. Resistance to active attacks (S2) is
moderate (25% high, 50% medium, 25% low), as few methods
are evaluated against diverse evasion strategies such as logo
obfuscation or adversarial perturbations. Privacy preservation
(S3) remains weak (100% low), reflecting the reliance on ex-
ternal lookups that transmit webpage content or screenshots
off-device.

6.1.4 Hybrid Methods

Hybrid methods integrate multiple detection strategies, such
as feature-based, visual similarity, and identity verification,
to detect phishing attacks that single approaches might miss.
This broader scope helps them address a wider variety of
phishing tactics, but phishing tactic diversity (F1) remains
only partial across all evaluated studies (100% medium), since
none perform per-tactic evaluation. Benign page diversity
(F2) remains limited (33% medium, 67% low), as evaluations
often omit (i) regional or low-reputation benign pages and
(ii) benign pages that legitimately contain brand elements.
Interpretability (F3) varies: 33% of works provide high in-
terpretability, 33% medium, and 33% none, often because
some integrated components remain black-box. Evaluation
transparency (F4) is comparatively stronger, with 33% high
and 67% medium, as most methods report key metrics such
as precision, recall, and F1, though some omit measures like
AUC-ROC or MCC.

For security metrics, adaptation to concept drift (S1)
is mixed (44% high, 33% medium, 22% low). Identity-
verification components help detect new targets, but feature-
based components may degrade as visual or structural features
evolve. Most methods also lack temporal disjoint testing to
validate long-term adaptability. Resistance to active attacks
(S2) shows similar patterns (11% high, 67% medium, 22%



low), with hybrid approaches sometimes countering evasions
against one component but rarely covering the full attack sur-
face. Privacy preservation (S3) is weak overall (89% low),
since most methods include identity extraction that relies on
external lookups, leading to off-device transmission of web-
page content or screenshots.

6.1.5 Findings Across Strategies

Phishing tactic diversity (F1) is uniformly weak across all
strategies: none achieve high fulfillment and most are rated
medium (71–100%), reflecting the absence of per-tactic eval-
uation. Benign page diversity (F2) is another major gap.
Feature-based and hybrid approaches are almost entirely low,
while similarity-based and identity-based show some improve-
ment with a small share of high fulfillment (29% and 25%, re-
spectively). Interpretability (F3) varies by approach. Identity-
based methods stand out with 100% high fulfillment, while
similarity-based and hybrid methods show a mix of high and
medium fulfillment. In contrast, feature-based methods lag
behind with no high fulfillment and most rated low. Evalu-
ation transparency (F4) is more consistently addressed: all
strategies report at least some standard metrics.

Security-related requirements remain more uneven. For
adaptation to concept drift (S1), similarity-based methods
achieve mostly medium fulfillment (86%), while feature-
based methods perform poorly (69% low). Identity-based
and hybrid methods show comparatively stronger adaptabil-
ity. Resistance to active attacks (S2) is especially weak in
feature-based approaches (74% low), whereas other strate-
gies achieve a larger share of medium fulfillment. Privacy
preservation (S3) shows the sharpest divide: feature-based
methods often operate on the client side, yielding the highest
proportion of strong results (43% high), while identity-based
and most hybrid approaches score low due to transmitting
screenshots or raw URLs to external servers.

6.2 Metric Fulfillment by Input sources, De-
ployment Modes, and Detection Modes

To provide a broader perspective, we analyze how requirement
satisfaction varies across input sources (Table 5), deployment
modes (Table 6), and detection modes (Table 7), highlighting
the distinct strengths and limitations associated with these
design choices.

6.2.1 Input Sources

Table 5 shows that URL-only methods perform well on pri-
vacy (S3, 69% high) but show low fulfillment for benign page
diversity, interpretability, adaptation to concept drift, and re-
sistance to active attacks (F2, F3, S1, S2; roughly 62–88%
low). Detection methods that incorporate webpage content

Table 5: Metric fulfillment vs. input source. C. = Count,
U = URL, C = Webpage Content, M = External Metadata.
Functionality (F1–F4) and security (S1–S3) metric codes are
defined in Table 2. =High,G#=Medium,#=Low.

Input C.
Functionality (F) Security (S)

F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G## G## G## G## G# # G# # G# #

U 16 0 75 25 0 12 88 0 19 81 38 62 0 6 31 62 0 25 75 69 0 31
U, M 4 0 75 25 0 25 75 0 50 50 75 25 0 0 0 100 0 0 100 0 0 100
U, C 15 0 87 13 13 20 67 20 40 40 33 67 0 13 60 27 13 60 27 33 0 67
U, C, M 20 0 90 10 5 25 70 35 25 40 15 80 5 30 25 45 15 35 50 10 0 90

Table 6: Metric fulfillment vs. deployment mode (C. =
Count). Functionality (F1–F4) and security (S1–S3) metric
codes are defined in Table 2. =High,G#=Medium,#=Low.

Mode C.
Functionality (F) Security (S)

F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G## G## G## G## G## G## G##

Client-side 23 0 83 17 4 17 78 9 26 65 39 61 0 13 26 61 4 22 74 61 0 39
Server-side 32 0 84 16 6 22 72 25 31 44 25 72 3 19 41 41 12 47 41 12 0 88

exhibit higher fulfillment for these four metrics, but their pri-
vacy drops sharply (S3, 67–90% low). Methods that rely only
on external metadata (U,M) perform the worst overall for se-
curity, with all three metrics (S1, S2, S3) at 100% low. When
metadata is combined with webpage content, security im-
proves slightly but still lags behind other input configurations.
Across all input variants, phishing tactic diversity (F1) re-
mains consistently partial, while evaluation transparency (F4)
is comparatively strong, with most methods rated medium or
high across configurations.

6.2.2 Deployment Modes (Client-side vs. Server-side)

Client-side systems perform detection directly on the user’s
device (e.g., browser, email client), whereas server-side sys-
tems transmit features or content to a remote server for analy-
sis. Table 6 shows that client-side systems perform notably
better on privacy (S3), with 61% of methods reaching a high
level of fulfillment, compared to only 12% for server-side
methods. Phishing tactic diversity (F1) remains limited in
both modes, with the majority of methods at medium and
none at high. Server-side approaches, however, show com-
paratively stronger fulfillment for benign page diversity (F2),
interpretability (F3), concept-drift adaptation (S1), and resis-
tance to active attacks (S2). Evaluation transparency (F4) is
consistently strong in both modes, with most methods achiev-
ing at least medium fulfillment. Overall, client-side systems
trade stronger privacy for weaker fulfillment of most other
requirements, while server-side systems achieve broader func-
tionality and security at the cost of privacy.

6.2.3 Detection Modes (Real-time vs. Non-real-time)

A method is considered real-time if its end-to-end detection la-
tency, including feature collection, is under 1 s. Table 7 shows



Table 7: Metric fulfillment vs. detection mode (C. = Count).
Functionality (F1–F4) and security (S1–S3) metric codes are
defined in Table 2. =High,G#=Medium,#=Low.

Mode C.
Functionality (F) Security (S)

F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G## G## G## G## G## G## G##

Real-time 24 0 75 25 0 17 83 8 25 67 50 50 0 12 25 62 4 33 62 54 0 46
Non-real-time 31 0 90 10 10 23 68 26 32 42 16 81 3 19 42 39 13 39 48 16 0 84

that non-real-time systems achieve comparatively higher ful-
fillment in benign page diversity (F2), interpretability (F3),
concept-drift adaptation (S1), and resistance to active attacks
(S2). In contrast, privacy preservation (S3) shows the oppo-
site trend: over half of real-time methods (54%) achieve high
privacy compared to only 16% of non-real-time systems. Eval-
uation transparency (F4) is consistently strong in both modes,
with nearly all methods rated at least medium. Phishing tactic
diversity (F1) remains generally at a medium level for both.
Overall, real-time systems trade stronger privacy for weaker
fulfillment in other requirements, whereas non-real-time sys-
tems offer relatively better interpretability, drift adaptability,
and resistance to active attacks.

6.3 Other Evaluation Dimensions

The following tables extend our analysis to additional di-
mensions: reported accuracy (Table 8), publication year (Ta-
ble 9), and citation count (Table 10). Among the three re-
quirement satisfaction levels (high, medium, low), the gray
shading marks the predominant one for each metric, making it
easier to observe prevailing patterns and gaps in the literature.
Below, we highlight these trends in detail for each dimension.

6.3.1 Reported Accuracy

Table 8 groups methods by the lowest reported accuracy of
the primary model configuration when evaluated under func-
tionality or security requirements. Accuracy often decreases
in these settings, highlighting the trade-off between satisfying
deployment-relevant criteria and maintaining benchmark per-
formance. Benign page diversity (F2), interpretability (F3),
and privacy preservation (S3) are mostly poorly satisfied
across all bands. In the 90–100% range, adaptation to concept
drift (S1) is usually low (44–69% low; at most 20% high),
and resistance to active attacks (S2) is largely low or medium,
with no more than 8% high. In contrast, the 80–90% band
stands out: all studies achieve at least medium fulfillment for
drift adaptation (S1) and active-attack resistance (S2) (33%
high, 67% medium), while tactic coverage (F1) is uniformly
medium. Interpretability (F3) is also stronger in this band than
in others, with one-third high and another third medium. This
pattern reflects the trade-off that methods addressing tactic
diversity, adversarial evasions, or concept drift face in harder
detection scenarios, leading to lower benchmark accuracy.

Table 8: Metric fulfillment vs. accuracy1. Acc. = Accuracy,
C. = Count. Functionality (F1–F4) and security (S1–S3)
metric codes are defined in Table 2. =High,G#=Medium,
#=Low.

Acc.
(%) C.

Functionality (F) Security (S)
F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G## G## G## G## G## G## G##

99–100 12 0 75 25 8 25 67 8 33 58 42 58 0 8 25 67 8 33 58 33 0 67
98–99 9 0 100 0 0 22 78 11 44 44 33 67 0 11 44 44 0 33 67 44 0 56
95–98 13 0 77 23 8 15 77 8 23 69 23 77 0 0 31 69 8 31 62 38 0 62
90–95 10 0 70 30 10 0 90 30 20 50 40 50 10 20 20 60 0 50 50 20 0 80
80–90 3 0 100 0 0 33 67 33 33 33 67 33 0 33 67 0 33 67 0 33 0 67

<80 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
N/A 8 0 100 0 0 38 62 38 25 38 0 100 0 50 50 0 25 25 50 25 0 75

1 The “<80” accuracy band contains no papers. “N/A” indicates studies for which
accuracy was not reported.

Table 9: Metric fulfillment vs. publication year (C. = Count).
Functionality (F1–F4) and security (S1–S3) metric codes are
defined in Table 2. =High,G#=Medium,#=Low.

Year C.
Functionality (F) Security (S)

F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G##  G##  G##  G##  G##  G##  G##

2025 6 0 83 17 0 17 83 0 50 50 83 17 0 33 0 67 17 50 33 17 0 83
2024 14 0 86 14 0 21 79 36 14 50 43 50 7 21 36 43 14 43 43 29 0 71
2023 7 0 86 14 0 14 86 29 14 57 29 71 0 29 0 71 0 29 71 43 0 57
2022 7 0 71 29 14 14 71 14 29 57 0 100 0 0 29 71 29 14 57 29 0 71
2021 5 0 60 40 20 20 60 20 20 60 20 80 0 0 40 60 0 20 80 40 0 60
2020 6 0 100 0 0 33 67 0 17 83 33 67 0 0 83 17 0 50 50 33 0 67
2019 5 0 100 0 0 40 60 0 60 40 20 80 0 0 40 60 0 60 40 40 0 60

<2019 5 0 80 20 20 0 80 20 60 20 0 100 0 40 60 0 0 20 80 40 0 60

6.3.2 Publication Year

Table 9 shows that while most requirements remain weakly
fulfilled, interpretability, evaluation transparency, resistance
to active attacks, and adaptation to concept drift show signs of
improvement over time. Phishing tactic diversity (F1) is only
partially satisfied, with no works achieving high fulfillment,
while benign page diversity (F2) and privacy preservation
(S3) remain consistently low. Interpretability (F3) reached
high levels in 14–36% of works between 2021–2024, though
absent elsewhere except in a few influential pre-2019 papers.
Evaluation transparency (F4) has steadily improved, with
2025 being the first year where the majority of works com-
pletely fulfill this metric. Resistance to active attacks (S2) is
concentrated in recent years, with 14–29% of works at high
levels in 2022, 2024, and 2025, while all earlier years show
none. Concept-drift adaptation (S1) shows recovery after a
gap in 2019–2022, with 21–33% of works achieving high
levels since 2023. Overall, evaluation transparency shows
consistent improvements, and interpretability, concept-drift
handling, and active-attack resistance have improved in recent
years, whereas F1, F2, and S3 remain persistently underad-
dressed.

6.3.3 Citation Count

As shown in Table 10, most metrics remain insufficiently
satisfied across all citation ranges. Papers with more than



Table 10: Metric fulfillment vs. citation count (C. = Count).
Citation source: Google Scholar. Functionality (F1–F4) and
security (S1–S3) metric codes are defined in Table 2.

#Citation C.
Functionality (F) Security (S)

F1 (%) F2 (%) F3 (%) F4 (%) S1 (%) S2 (%) S3 (%)
 G## G## G## G## G## G## G##

>200 9 0 100 0 0 33 67 0 56 44 22 78 0 22 33 44 0 22 78 56 0 44
100–200 8 0 88 12 25 12 62 25 25 50 12 88 0 0 62 38 0 38 62 25 0 75
50–100 9 0 67 33 11 0 89 11 33 56 22 78 0 0 44 56 11 22 67 33 0 67
20–50 11 0 82 18 0 18 82 18 27 55 45 55 0 27 9 64 9 36 55 27 0 73

<20 18 0 83 17 0 28 72 28 17 56 39 56 6 22 33 44 17 50 33 28 0 72

 =High,G#=Medium,#=Low

200 citations show higher fulfillment for privacy preservation
(S3), with 56% reaching high satisfaction, while phishing-
tactic coverage (F1) and benign-page diversity (F2) remain
largely unaddressed across all ranges. Adaptation to concept
drift (S1) follows a non-monotonic trend, with 22–27% high
satisfaction in the highest and some lower citation bands, but
none in the mid-range. Papers with fewer than 50 citations
achieve higher rates of high satisfaction for evaluation trans-
parency (F4). For resistance to active attacks (S2), papers
with fewer than 100 citations show 9–17% high satisfaction,
while none of the papers with more than 100 citations reach
high satisfaction. Overall, citation count does not consistently
predict requirement satisfaction. Highly cited papers demon-
strate stronger privacy preservation (S3), but other metrics
either show no clear trend (F1, F2), non-monotonic patterns
(S1), or higher fulfillment among lower-cited papers (S2, F4).

6.4 Statistical Significance Analysis
We performed chi-square tests on key dimensions, includ-
ing detection strategies, deployment modes, and detection
modes, to determine which differences vary significantly
across method categories and which ones remain consistent.
The tests confirm statistically significant differences across
multiple metrics (p < 0.05). For detection strategy, differ-
ences in F2, F3, S1, and S2 meet the significance threshold.
Deployment mode differences are significant for S2 and S3,
and detection mode differences are significant for F4 and
S3. For example, client-side systems provide significantly
stronger privacy preservation than server-side systems (S3,
p = 0.0005). All other PHILTER metrics (i.e., F1, F4, S3 un-
der detection strategy; F1–F4, S1 under deployment mode;
and F1–F3, S1–S2 under detection mode) show no statistically
significant variation, indicating that these gaps are broadly
shared across the evaluated approaches.

6.5 Key Findings
1. Limited tactic diversity. All 55 approaches fall short of

high fulfillment: 84% are rated medium and 16% low.
Because datasets lack phishing-strategy labels and studies
omit per-tactic evaluation, it remains unclear which tactics
are effectively detected and which are missed.

2. Poor generalization on benign pages. Most approaches
(75%) are rated low, as evaluations often exclude low-
reputation domains and legitimate pages with embedded
brand elements. This lack of diversity raises the risk of
elevated false positives in real-world settings.

3. Underexplored interpretability. A majority of stud-
ies (53%) provide no decision-level explanation, limit-
ing transparency and trust. Interpretability is stronger in
similarity-, identity-, and hybrid-based approaches, but re-
mains weakest in feature-based methods.

4. Limited drift adaptation. Nearly half of methods (49%)
show low fulfillment, lacking both adaptive mechanisms
and temporally split evaluation. This raises concerns about
robustness as phishing tactics evolve.

5. Limited resistance to active attacks. A majority of stud-
ies (55%) are rated low and another 36% medium, with
very few achieving high fulfillment. They generally lack
rigorous evaluation against evasive manipulations, leaving
resilience to active attacks uncertain.

6. Privacy gaps. Two-thirds of methods (67%) are rated low
because they transmit sensitive data off-device, such as full
URLs, content, or screenshots. The few that achieve high
privacy (33%) are mostly client-side systems, but these
often neglect other deployment-critical needs.

7. Complementary strengths remain underexplored.
PHILTER reveals that each detection strategy excels on
some metrics while failing to fulfill others. For example,
identity-based methods provide strong drift adaptation
but violate privacy by sending page content externally,
while similarity-based methods lack drift adaptation due
to reliance on static reference sets. However, existing ap-
proaches do not leverage the complementary strengths of
different strategies to satisfy all requirements simultane-
ously.

7 Recommendations

Our analysis highlights several targeted opportunities to
strengthen phishing website detection methods:
1. Enable tactic-aware evaluation. None of the 55 stud-

ies reported per-tactic results, leaving it unclear which at-
tacks detectors capture. We call for developing community-
maintained, tactic-annotated phishing benchmarks with
per-tactic performance evaluation to reveal blind spots and
drive research on overlooked attack strategies.

2. Improve benign-page generalization. Most approaches
overlook evaluation on diverse benign pages that trigger
false positives in practice. We call for controlled inclusion
of benign pages with legitimate brand elements and low-
reputation regional sites in benign-page benchmarks.

3. Enhance interpretability. Most methods lack decision-
level explanations, limiting transparency and trust. We call
for standardized frameworks such as suspicious-element
highlighting, visual overlays, and model-agnostic XAI that



work across detection approaches to support auditing,
strengthen user trust, and maintain accuracy.

4. Strengthen drift adaptation. Current methods rarely ac-
count for concept drift, leaving long-term robustness uncer-
tain. We call for time-aware evaluation protocols that train
on historical data and test on future samples, along with
research into adaptive mechanisms such as incremental
learning, self-supervised adaptation, and stable feature de-
sign that maintain effectiveness against evolving attacker
tactics.

5. Strengthen robustness against active attacks. Most stud-
ies offer only superficial evaluation against active attacks,
including evasive manipulations and adversarial pertur-
bations. We call for systematic testing across obfuscated
HTML, delayed content, redirects, manipulated visuals,
and crafted adversarial examples to expose weaknesses,
and for research on attack-aware defenses that anticipate
future attacks through adversarial example generation and
training.

6. Integrate privacy-preserving designs. Many approaches
expose privacy risks by transmitting sensitive user data
externally. Research should explore lightweight client-side
detection, federated learning, and anonymized feature shar-
ing to preserve privacy without reducing effectiveness.

7. Integrate Complementary Strengths. Different detec-
tion strategies address isolated PHILTER requirements but
also carry distinct weaknesses. We recommend strategi-
cally integrating complementary modules to address this
tension. For example, a server-side identity module can
detect emerging brand impersonations on crawled web-
pages and refresh the reference sets used by client-side
similarity-based detectors. This integration combines the
drift-adaptation strength of identity-based methods with
the privacy-preservation strength of similarity-based meth-
ods without inheriting their weaknesses. Such modular
integration offers a practical path toward satisfying all
PHILTER requirements simultaneously.

8 Discussion

Limitations. Our evaluation is limited by the completeness
and clarity of information reported in academic papers. As the
analyzed works come from peer-reviewed, reputable venues,
we assume their reported details are accurate. Because the
assessment of research papers is inherently subjective, we use
a structured codebook, LLM-assisted preliminary assessment,
and independent expert review to promote consistency and
reduce bias. LLMs assist with evidence extraction and prelimi-
nary assessments, but final decisions are based on independent
expert validation, with disagreements resolved through dis-
cussion. These safeguards help mitigate LLM hallucinations
and human subjectivity. While LLM behavior may evolve
with model updates, transparent evidence citation and expert
validation help ensure reproducibility and interpretability.

Future Work. Our findings highlight concrete directions for
curating phishing benchmarks and evaluating deployed sys-
tems. Tactic-annotated phishing datasets can be constructed
by enumerating common attack strategies (e.g., homographs,
redirection, cloaking, QR-phishing) and collecting represen-
tative samples for each tactic. For benign pages, future work
can construct diverse benign-page benchmarks by sampling
domains across different reputation levels from publicly avail-
able resources (e.g., Tranco) and by crawling real-world be-
nign samples. Their characteristics (e.g., legitimate brand
elements, domain reputation) can be analyzed to ensure that
the resulting datasets capture the necessary diversity and pro-
vide evaluation on unseen benign samples. Evaluating de-
ployed systems on such datasets would reveal blind spots
across both attack coverage (F1) and benign-page generaliza-
tion (F2). This evaluation pipeline can then be extended to
include other PHILTER requirements such as human-study
based assessments for interpretability (F3), testing on tempo-
rally split data and real-world feeds to assess drift adaptation
(S1), evaluations against adversarial attacks and attacker ma-
nipulations (S2), and checks on whether user-sensitive data
leaves the user’s device to assess privacy preservation (S3),
allowing deployed systems to be evaluated against the full
range of PHILTER metrics. Finally, PHILTER’s qualitative
and evidence-driven framework naturally accommodates ad-
ditional dimensions by extending the codebook. For instance,
practitioners and researchers can define high, medium, and
low criteria for computational cost—an increasingly impor-
tant requirement for emerging hybrid and agentic systems.
PHILTER can then analyze reported computational footprints
(e.g., cost, latency, resource usage) to assess how well an
approach satisfies these criteria.

9 Conclusion

This study shows that benchmark accuracy often masks
deployment-critical weaknesses in phishing website detec-
tion. By applying PHILTER to 55 academic approaches, we
find that no method fulfills all functionality and security re-
quirements, and that gains in robustness often come at the
cost of reduced accuracy. The central open challenge is build-
ing phishing detection systems that maintain accuracy while
satisfying all functionality and security requirements. Our
recommendations outline concrete steps toward this goal, in-
cluding guidance for curating realistic benchmarks, improving
evaluation practices, and integrating complementary strengths
across detection strategies to support deployment needs.
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errors, which could mislead practitioners or misrepresent prior
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Appendix

Table 11: Distribution of selected papers across venues.

Conference (Rank) # Q1 Journal #

USENIX Security (A*) 5 IEEE Access 11
ACM CCS (A*) 1 Computers & Security 7
NDSS (A*) 1 Expert Systems with Applications 5
ESORICS (A) 1 Computer Networks 4
IJCNN (B) 2 JAIHC 3
ARES (B) 1 ACM TOPS 1
COMPSAC (B) 1 Computer Communications 1
ICASSP (B) 1 Computers and Electrical Engineering 1
ICICS (B) 1 Future Generation Computer Systems 1
LCN (B) 1 IEEE Internet of Things Journal 1
eCrime (Unranked) 1 IEEE TDSC 1

IJSWIS 1
Journal of Information Secur. and Appl. 1
Neural Computing and Applications 1

Listing 1: LLM Prompt Templates
# Evaluator Prompt
You are an expert in phishing detection research.
You are given:
1. A codebook for a specific evaluation metric
(definition, possible values, and criteria).
2. The full text of a phishing website detection paper.
Your task is to evaluate the method proposed in the paper
against the specified metric.
Instructions:
- Base your reasoning strictly on the paper content.
- Focus on technical and methodological sections.
- Assign one of the allowed values from the codebook.
- Justify your choice with explanation.



- Support it with direct evidence from paper.
Output Format:
- Return a JSON object using this schema:
{
"value": "<value >", "why": "<Explanation >",
"evidence": "<page, section, supporting quote >"

}

# Arbitrator Prompt
You are expert resolving disagreement between assessments
You are given:
1. A codebook for a specific evaluation metric
(definition, possible values, and criteria).
2. The full text of a phishing website detection paper.
3. Two assessments with conflicting verdicts.
Instructions:
- Review both assessments using the codebook and paper.
- Assign a value and provide rationale.
- Justify your conclusion with explanation.
- Support it with direct evidence from the paper.
Output Format:
- Return a JSON object using this schema:
{
"value": "<value >", "why": "<Explanation >",
"evidence": "<page, section, supporting quote >"

}

Listing 2: LLM Assessment Outputs
# Evaluator A (ChatGPT)
{
"value": "Medium",
"why": "VisualPhishNet employs a tactic -agnostic, visual

similarity design that [truncated]",
"evidence": "Page 6, Section 6.7 (Robustness and

Security Evaluation): We studied 7 types of
perturbations. [truncated]"

}

# Evaluator B (Gemini)
{
"value": "High",
"why": "The proposed method, VisualPhishNet, is tactic -

agnostic by design, as it learns a generalizable
visual profile [truncated]",

"evidence": [ { "page": 2, "section": "2.1.2 Image -based
similarity approaches", "quote": "Thus, our model and
dataset collection [truncated]"}, ...]

}

# Arbitrator Output
{

"value": "Medium",
"why": "VisualPhishNet is tactic -agnostic by design and

evaluates robustness against a variety [truncated]",
"evidence": "Throughout Sections 6.7 and 6.8 (pp.8-10),

the paper evaluates performance against [truncated]"
}

Table 12: LLM vs Expert agreement on PHILTER metrics.

Metric Agreement

F1. Diversity of Phishing Tactics 48/55 (87.27%)
F2. Diversity of Benign Pages 49/55 (89.09%)
F3. Interpretability 51/55 (92.73%)
F4. Evaluation Transparency 54/55 (98.18%)

S1. Adaptation to Concept Drift 45/55 (81.82%)
S2. Resistance to Active Attacks 51/55 (92.73%)
S3. Privacy Preservation 47/55 (85.45%)

Overall 345/385 (89.61%)

Table 13: Per-paper agreement between LLM-generated labels
and expert-validated labels across all metrics. Cells marked
in gray indicate a disagreement. L: LLM, H: Human Expert.
Functionality (F1–F4) and security (S1–S3) metric codes are
defined in Table 2.

Ap. Method/Author
Functionality Metrics (F) Security Metrics (S)
F1 F2 F3 F4 S1 S2 S3

L H L H L H L H L H L H L H

Fe
at

ur
e

PDSMV3-DCRNN [82] G# G# # # G# G#   # # # # # #
Akçam et al. [5] # # # # # #   # # G# G# # #
Kavya et al. [52] G# G# # #  G#         
BGL-PhishNet [86] G# G# G# G# # #   # # # # # #
SPWDM [110] G# G# # # G# G# G# G# # # G# G# # #
AdaptPUD [113] G# G# # # # #      G# # #
Feng et al. [36] G# G# # # # #   # # # # # #
WebPhish [77] G# G# # # # # G# G# # # # # #  
DEPHIDES [87] G# G# # # # # G# G# G# G# # # #  
RNT-J [9] G# G# # # G# G# G#  # # # # # #
Geest et al. [101] # # # # # #   # # G# G# #  
PhishingRTDS [13] G# G# # # G# # G# G# # # G# G# # #
Schesny et al. [92] # # # # # # # # # # # # # #
STFL [90] G# G# G# G# # # G# G# G# G# # #   
LSD [51] G# G# # # G# # G# G# # # # # #  
Bahaghighat et al. [14] # # # # # #   # # # # # #
Jalil et al. [47] G# G# # # G# G#   # # # #   
PhishBERT [104] G# G# # # # # G# G# # # # # # #
Tiny-BERT [40] G# G# # # # # G# G# # # # # #  
Almomani et al. [7] G# G# # # G# G# G# G# # # # # # #
Sánchez et al. [91] G# G# # # # # G# G# G# G# # #   
MLSELM [50] # # # # # # G# G# # # # # # #
PhishNOT [6] G# G# # # G# G# G# G# # # # # # #
POC [11] G# G# G# G# # # G# G# # #   # #
Gupta et al. [38] G# G# # # G# G#   # # # #   
Mahmoud et al. [98] # # # # # # G# G# G# G# # # # #
Xiao et al. [109] # # # # # # G# G# # # # # #  
Wei et al. [105] G# G# G# G# # #   G# G# # #   
LBET [8] G# G# # # # # G# G# # # # # # #
Sahingoz et al. [88] G# G# # # # # G# G# # # G# G#   
MFPD [111] G# G# # G# # # G# G# G# G# # # # #
Rao et al. [84] G# G# # # G# G# G# G# # # G# G# # #
Li et al. [62] G# G# G# G# G# G# G# G# G# G# # #   
CANTINA+ [108] G# G# # # G# G# G# G#   # # # #
Whittaker et al. [106] G# G# G# # G# G# G# G#   # #   

Si
m

ila
ri

ty

Wang et al. [103] # G# # #      G# G# G# # #
PhishIntention [65]  G# G#    G# G#  G# G#  # #
CatchPhish [99] # # # # # # G# G# G# # G# G# #  
Phishpedia [63] G# G#     G# G#  G# G# G# # #
VisualPhishNet [1] G# G# G# G# # # G# G#  G# G# G# # #
Abeywardena et al. [3] G# G# # # # # G# G#  G# # # # #
DeltaPhish [24] # # # # G# G# G# G# G# G# G# G#   

Id
en

tit
y Lee et al. [58]  G# G# G#   G# G# G# G# G#  # #

ChatPhishDetector [54] G# G# # #     G# G# G# G# # #
Tan et al. [97] # G# # # G#  G# G#   G# G# # #
Chiew et al. [20] G# G#     G# G# G# G# # # # #

H
yb

ri
d

PhiUSIIL [81] G# G# # # G# G#     G# G# # #
KnowPhish [61] G# G# G# #   G# G# G#  G# G# # #
PhishLLM [64]  G# # G#   G# G#   G#  # #
DynaPhish [66] G# G#  G#   G# G#   G# G# # #
Dooremaal et al. [100] # G# G# G# # # G# G# G# # # # # #
BlackPhish [85] G# G# # # G# G#    G# G# G# # #
PhishFencing [114] G# G# # # # # G# G# G# G# G# G#   
Ding et al. [29]  G# # # G# G#   # # G# G# # #
He et al. [41] G# G# # # # # G# G#  G# # # G# #

 =High,G#=Medium,#=Low
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